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“Article 12 Obligations concerning Rights Management Information

(1) Contracting Parties shall provide adequate and effective legal remedies against
any person knowingly performing any of the following acts knowing, or with respect to civil
remedies having reasonable grounds to know, that it will induce, enable, facilitate or conceal an
infringement of any right covered by this Treaty or the Berne Convention:

(i) to remove or alter any electronic rights management information without
authority;

(i) to distribute, import for distribution, broadcast or communicate to the
public, without authority, works or copies of works knowing that electronic rights management
information has been removed or altered without authority.

(2) As used in this Article, “rights management information” means information
which identifies the work, the author of the work, the owner of any right in the work,
or information about the terms and conditions of use of the work, and any numbers or codes
that represent such information, when any of these items of information is attached to a copy of
a work or appears in connection with the communication of a work to the public.

"Article 19 Obligations concerning Rights Management Information

(1) Contracting Parties shall provide adequate and effective legal remedies against
any person knowinely performing any of the following acts knowing, or with respect to civil remedies
having reasonable grounds to know, that it will induce, enable, facilitate or conceal an infringement
of any right covered by this Treaty:

(i to remove or alter any electronic rights management information without
authority;

(i) to distribute, import for distribution, broadcast, communicate or make
available to the public, without authority, performances, copies of fixed performances or phonograms
knowing that electronic rights management information has been removed or altered without
authority.

(2) As used in this Article, “rights management information” means information
which identifies the performer, the performance of the performer, the producer of the phonogram,
the phonogram, the owner of any right in the performance or phonogram, or information about
the terms and conditions of use of the performance or phonogram, and any numbers or codes
that represent such information, when any of these items of information is attached to a copy of
a fixed performance or a phonogram or appears in connection with the communication or making
available of a fixed performance or a phonogram to the public.

“Article 11 Obligations concerning Technological Measures

Contracting Parties shall provide adequate legal protection and effective legal

remedies against the circumvention of effective technological measures that are used by authors
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in connection with the exercise of their rights under this Treaty or the Berne Convention and that
restrict acts, in respect of their works, which are not authorized by the authors concerned or
permitted by law.

Article 18 Obligations concerning Technological Measures

Contracting Parties shall provide adequate legal protection and effective legal
remedies against the circumvention of effective technological measures that are used by
performers or producers of phonograms in connection with the exercise of their rights under this
Treaty and that restrict acts, in respect of their performances or phonograms, which are not

authorized by the performers or the producers of phonograms concerned or permitted by law.
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” Article 11 Obtigations concerning Technological Measures
Contracting Parties shall provide adequate legal protection and effective tegal
remedies against the circumvention of effective technological measures that are used by authors
in connection with the exercise of their rights under this Treaty or the Berne Convention and that
restrict acts, in respect of their works, which are not authorized by the authors concerned or

permitted by law.
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° Article 12 Obligations concerning Rights Management Information
(2) As used in this Article, “rights management information” means information
which identifies the work, the author of the work, the owner of any right in the work, or
information about the terms and conditions of use of the work, and any numbers or codes that
represent such information, when any of these items of information is attached to a copy of a
work or appears in connection with the communication of a work to the public. '
“ Article 12 Obligations concerning Rights Management Information
(1) Contracting Parties shall provide adequate and effective legal remedies
against any person knowingly performing any of the following acts knowing, or with respect to
civil remedies havmg reasonable grounds to know, that it will induce, enable, facnlltate or conceal .
an mfnngement of any right covered by this Treaty or the Berne Convention:
() to remove or alter any electronic rights management information
without authority;

' (i) to distribute, import for distribution, broadcast or communicate to the
public, without authority, works or copies of works knowing that electronic rights management
information has been removed or altered without authority.

« Article 18 Obligations concerning Technological Measures
Contracting Parties shall provide adequate legal protection and effective legal

remedies against the circumvention of effective technological measures that are used by
(idewirdaly)
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performers or producers of phonograms in connection with the exercise of their rights under this

Treaty and that restrict acts, in respect of their performances or phonograms, which are not

authorized by the performers or the producers of phonograms concerned or permitted by law.
dArticle 19 Obligations concerning Rights Management Information

(1) Contracting Parties shall provide adequate and effective legal remedies
against any person knowingly performing any of the following acts knowing, or with respect to
civil remedies having reasonable grounds to know, that it will induce, enable, facilitate or conceal
an infringement of any right covered by this Treaty:

() to remove or alter any electronic rights management information
without authority; ' _

(ii) to distribute, import for distribution, broadcast, communicate or make
available to the public, without authority, performances, copies of fixed performances or
phonograms knowing that electronic rights management information has been removed or
altered without authority.

(2) As used in this Article, “rights management information” means information
which identifies the performer, the performance of the performer, the producer of the
- phonogram, the phonogram, the owner of any right in the performance or phonogram, or
information about the terms and conditions of use of the performance or phonogram, and any
numbers or codes that represent such information, when any of these items of information is
attached to a copy of a fixed performance or a phonogram or appears in connection with the

communication or making available of a fixed performance or a phonogram to the public.
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° Section 1201 Circumvention of copyright protection systems
(a) VIOLATIONS REGARDING CIRCUMVENTION OF TECHNOLOGICAL MEASURES.- (1XA)
No person shall circumvent a technological measure that effectively controls access to a work
proteded under ‘this title. The prohibition contained in the preceding sentence shall take effect
at the end of the 2-year period beginning on the date of the enactment of this chapter.
" Section 1201 Circumvention of copyright protection systems
(a) VIOLATIONS REGARDING CIRCUMVENTION OF TECHNOLOGICAL MEASURES.-

(2) No person shall manufacture, import, offer to the public, provide, or
otherwise traffic in any technology, product, service, device, component, or part thereof, that -

(A) is primarily designed or produced for the purpose of circumventing a
technological measure that effectively controls access to a work protected under this title;

(B) has only limited commercially significant purpose or use other than to
circumvent a technological measure that effectively controls access to a work protected under
this title; or '

» (Q) is marketed by that person or another acting in concert with that
person with that person’s knowledge for use in circumventing a technological measure that
effectively controls access to a work protected under this title.

* Section 1201 Circumvention of copyright protection systems
(b) ADDITIONAL VIOLATIONS. - (1) No person shall manufacture, import, offer to
the public, provide, or otherwise traffic in any technology, product, service, device, component,

or part thereof, that - .- ' _ _
(A) is primarily designed or produced for the purpose of circumventing

protection afforded by a technological measure that effectively protects a right of a copyright

owner under this title in a work or a portion thereof;
(B) has only limited commercially significant purpose or use other than to

circumvent protection afforded by a technological measure that effectively protects a right of a

copyright owner under this title in a work or a portion thereof; or
(O is marketed by that person or another acting in concert with that person

with that person’s knowledge for use in drcumventing protection afforded by a technological measure
that effectively protects a right of a copyright owner under this title in a work or a portion thereof.
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(2) As used in this subsection -

(A) to “circumvent protection afforded by a technological measure”
means avoiding, bypassing, removing, deactivating, or otherwise impairing a technological
measure; and

(B) a technological measure “effectively protects a right of a copyright
owner under this title” if the measure, in the ordinary course of its operation, prevents, restricts,
or otherwise limits the exercise of a right of a copyright owner under this title.

; Section 1201 Circumvention of copyright protection systems
(@) VIOLATIONS REGARDING CIRCUMVENTION OF TECHNOLOGICAL MEASURES -

(3) As used in this subsection -
(A) to “circumvent a technological measure” means to descramble
a scrambled work, to decrypt an encrypted work, or otherwise to avoid, bypass, remove,
deactivate, or impair a technological measure, without the authority of the copyright owner; and

®® Section 1201 Circumvention of copyright protection systems
(d) EXEMPTION FOR NONPROFIT LIBRARIES, ARCHIVES, AND EDUCATIONAL

INSTITUTIONS.- (1) A nonprofit library, archives, or educational institution which gains access to a
commercially exploited copyrighted work solely in order to make a good faith determination of
whether to acquire a copy of that work for the sole purpose of engaging in conduct permitted
under this title shall not be in violation of subsection (a)(1)X(A). A copy of a work to which access
has been gained under this paragraph-

(A) may not be retained longer than necessary to make such good faith
determination; and

(B) may not be used for any other purpose.
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*® Section 1201 Circumvention of copyright protection systems
(e) LAW ENFORCEMENT, INTELLIGENCE, AND OTHER GOVERNMENT ACTIVITIES.-
This section does not prohibit any lawfully authorized investigative, protective, information
security, or intelligence activity of an officer, agent, or employee of the United States, a State,
or a political subdivision of a State, or a person acting pursuant to a contract with the United
States, a State, or a political subdivision of a State. For purposes of this subsection, the term
“information security” means activities carried out in order to identify and address
the vulnerabilities of a government computer, compuiter system, or computer network.
o Section 1201 Circumvention of copyright protection systems
(f) REVERSE ENGINEERING.- (1) Notwithstanding the provisions of subsection
(aX1)(A), a person who has lawfully obtained the right to use a copy of a computer program may
circumvent a technological measure that effectively controls access to a particular portion of that
program for the sole purpose of identifying and analyzing those elements of the program that are
necessary to achieve interoperability of an independently created computer program with other
programs, and that have not previously been readily available to the person engaging in the
circumvention, to the extent any such acts of identification and analysis. do not constitute

infringement under this title.

*” Section 1201 Circumvention of copyright protection systems

~ () ENCRYPTION RESEARCH.-
() DEFINH'IONS For purposes of this subsectlon-

(A) the term “encryption research” means activities necessary to ndentlfy
and analyze flaws and vulnerabilities of encryption technologies applied to copyrighted works,
if these activities are conducted to advance the state of knowledge in the field of encryption
technology or to assist in the development of encryption products; and

(B) the term “encryption technology” means the scrambling and descrambling

of information using mathematical formulas or algorithms.-

«
" Section 1201 Circumvention of copyright protection systems
([isentihdnly)
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(h) EXCEPTIONS REGARDING MINORS.- In applying subsection (a) to a component
or part, the court may consider the necessity for its intended and actual incorporation in a
technology, product, service, or device, which-
(1) does not itself violate the provisions of this title; and
(2) has the sole purpose to prevent the access of minors to material on
the Internet.
e Section 1201 Circumvention of copyright protection systems
(i) PROTECTION OF PERSONALLY IDENTIFYING INFORMATION -
(1) CIRCUMVENTION PERMITTED.- Notwithstanding the provisions of subsection
(a)(1)(A), it is not a violation of that subsection for a person to circumvent a technological
measure that effectively controls access to a work protected under this title, if-

(A) the technological measure, or the work it protects, contains the
capability of collecting or disseminating personally identifying information reflecting the online
activities of a natural person who seeks to gain access to the work protected;

(B) in the normal course of its operation, the technological measure,
or the work it protects, collects or disseminates personally identifying information about the
person who seeks to gain access to the work protected, without providing conspicuous notice of
such collection or dissemination to such person, and without providing such person with the
capability to prevent or restrict such collection or dissemination;

(Q) the act of circumvention has the sole effect of identifying and
disabling the capability described in subparagraph (A), and has no other effect on the ability of
any person to gain access to any work; and

(D) the act of circumvention is carried out solely for the purpose of
preventing the collection or dissemination of personally identifying information about a natural
person who seeks to gain access to the work protected, and is not in violation of any other law.

o> Section 1201 Circumvention of copyright protection systems
() SECURITY TESTNG.- | |

(1) DEFINITION.- For purposes of this subsection, the term “security testing”
means accessing a computer, computer system, or computer network, solely for the purpose of
good faith testing, investigating, or correcting, a security flaw or vulnerability, with the authorization
of the owner or operator of such computer, computer system, or computer network.

(2) PERMISSIBLE ACTS OF SECURITY TESTING.- Notwithstanding the provisions
of subsection (a)(1)A), it is not a violation of that subsection for a person to engage in an act of
security testing, if such act does not constitute infringement under this title or a violation of
applicable law other than this section, including section 1030 of title 18 and those provisions of
title 18 amended by the Computer Fraud and Abuse Act of 1986.
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* Section 1202 Integrity of copyright management information
(a) FALSE COPYRIGHT MANAGEMENT INFORMAITON.- No person shall knowingly
and with the intent to induce, enable, facilitate, or conceal infringement -
(1) provide copyright management information that is false, or
(2) distribute or import for distribution copyright management information
that is false.
** Section 1202 Integrity of copyright management information
_ (b) REMOVAL OR ALTERATION OF COPYRIGHT MANAGEMENT INFORMATION.-
No person shall, without the authority of the copyright owner or the law -
(1) intentionally remove or alter any copyright management information,
(2) distribute or import for distribution copyright management information -
~ knowing that the copyright management information has been removed or altered without
authority of the copyright owner or the law, or
(3) distribute, import for distribution, or publicly perform works, copies of
works, or phonorecords, knowing that copyright management information has been removed or
altered without authority of the copyright owner or the law,
knowing, or, with respect to civil remedies under section 1203, having reasonable grounds to know,
that it will induce, enable, facilitate, or conceal an infringement of any right under this title.
o Section 1202 integrity of copyright management information
(d) LAW ENFORCEMENT, INTELLIGENCE, AND OTHER GOVERNMENT ACTMITIES.-

This section does not prohibit any lawfully authorized lnvestlgatrve protective, information security, or
(@dowmidaly)
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intelligence activity of an officer, agent, or employee of the United States, a State, or a political
subdivision of a State, or a person acting pursuant to a contract with the United States, a State,
or a political subdivision of a State. For purposes of this subsection, the term “information
security” means activities carried out in order to identify and address the vulnerabilities of a
government computer, computer system, or computer network. A

i Section 1202 Integrity of copyright management information
(e) LIMITATIONS ON LIABILITY. -

(1) ANALOG TRANSMISSIONS. - In the case of an analog transmission, a
person who is making transmissions in its capacity as a broadcast station, or as a cable system, or
someone who provides programming to such station or system, shall not be liable for a violation
of subsection (b) if-

(A) avoiding the activity that constitutes such violation is not
technically feasible or would create an undue financial hardship on such person; and

(B) such person did not intend, by engaging in such activity, to induce,
enable, facilitate, or conceal infringement of a right under this title.

(2) DIGITAL TRANSMISSIONS.-

(A) If a digital transmission standard for the placement of copyright
management information for a category of works is set in a voluntary, consensus standard-setting
process involving a representative cross-section of broadcast stations or cable systems and
copyright owners of a category of works that are intended for public performance by such
stations or systems, a person identified in paragraph

(1) shall not be liable for a violation of subsection (b) with respect

to the particular copyright management information addressed by such standard if—

() the placement of such information by someone other than
such person is not in accordance with such standard; and

(ii) the activity that constitutes such violation is not intended to
induce, enable, faolntate or conceal infringement of a right under this title.
V (B) Until a digital transmission standard has been set pursuant to
subparagraph (A) with respect to the placement of copyright management information for
a category or works, a person identified in paragraph (1) shall not be liable for a violation of
subsection (b) with respect to such copyright management information, if the activity that
constitutes such violation is not intended to induce, enable, facilitate, or conceal infringement
of a right under this title, and if-

() the transmission of such information by such person would

result in a perceptible visual or aural degradation of the digital signal; or

({inewihdaly)
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(i) the transmission of such information by such person would

conflict with -
() an applicable govemment regulation relating to transmission

of information in a digital signal;
() an applicable industry-wide standard relating to the transmission

of information in a digital signal that was adopted by a voluntary consensus standards body prior

to the effective date of this-chapter; or
(i) an applicable industry-wide standard relating to the transmission

of information in a digital signal that was adopted in a voluntary, consensus standards-setting
process open to participation by a representative cross-section of broadcast -stations or cable
systems and copyright owners of a category of works that are intended for public performance

by such stations or systems.

. , .
v ® Section 1204 Criminal offenses and penalties v
@) In General - Any person who violates section 1201 or 1202 willfully and for

purposes of commercial advantage or private financial gain -
(1) shall be fined not more than $500,000 or imprisoned for not more than 5

years, or both, for the first offense; and
(2) shall be fined not more than $1,000,000 or imprisoned for not more than

10 years, or both, for any subsequent offense.
(b) Limitatiom for Nonprofit Library, Archives, or Educational Institution.-

Subsection (a) shall not apply to a nonprofit library, archives, or educational institution.
() Statute of Limitations. - No criminal proceeding shall be brought under this

section unless such proceeding is commenced within 5 years after the cause of action arose.
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©e Article 6 Obligations as to technological measures
3. For the purposes of this Directive, the expression ‘technological measures’
means any technology, device or component that, in the normal course of its operation, is
designed to prevent or restrict acts, in respect of works or other subject-matter, which are not
authorised by the rightholder of any copyright or any right related to copyright as provided for by
law or the sui generis right provided for in Chapter Il of Directive 96/9/EC. Technological
measures shall be deemed ‘effective’ where the use of a protected work or other subject-matter
is controlled by the rightholders through application of an access control or protection process,
such as encryption, scrambling or other transformation of the work or other subject-matter or a
copy control mechanism, which achieves the protection objective.
o Article 6 Obligations as to technological measures
1. Member States shall provide adequate legal protection against the
circumvention of any effective technological measures, which the person concerned carries out
_ in the knowledge, or with reasonable grdunds' t6 know, that he or she is pursuing that objective.
e Article 6 Obligations as to technological measures
2. Member States shall provide adequate legal protection against the
manufacture, import, distribution, sale, rental, advertisement for sale or rental, or possession for
commercial purposes of devices, products or components or the provision of services which:
(a) are promoted, advertised or marketed for the purpose of circumvention
of, or
(b) have only a limited commercially significant purpose or use other than
to circumvent, or
(c) are primarily designed, produced, adapted or performed for the purpose

of enabling or facilitating the circumvention of, any effective technological measures.
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Article 5 Exceptions and limitations
2. Member States may provide for exceptions or limitations to the

reproduction right provided for in Article 2 in the following cases:

' (a) in respect of reproductions on paper or any similar medium, effected by
the use of any kind of photographic technique or by some other process having similar effects,
with the exception of sheet music, provided that the rightholders receive fair compensation;

°° Article 5 Exceptions and limitations
2. Member States may provide for exceptions or limitations to the

reproduction right provided for in Article 2 in the following cases:

(©) in respect of spec:f‘ C acts. of reproduction made by publicly accessible
llbranes educational establishments or museums, or by archives, which are not for direct or
indirect economic or commercial advantage;

e Article 5 Exceptions and limitations
2. Member States may provide for exceptions or limitations to the

reproduction right provided for in Article 2 in the following cases:

(d) in respect of ephemeral recordings of works made by broadcasting
organisations by means of their own facilities and for their own broadcasts; the preservation of
these recordings in official archives may, on the grounds of their exceptional documentary

character, be permitted;
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“ Article 5 Exceptions and limitations
2. Member States may provide for exceptions or limitations to the reproduction

right provided for in Article 2 in the following cases:

(e) in respect of reproductions of broadcasts made by social institutions
pursuing non-commercial purposes, such as hospitals or prisons, on condition that the rightholders

receive fair compensation.
% Article 5 Exceptions and limitations

3. Member States may provide for exceptions or limitations to the rights
provided for in Articles 2 and 3 in the following cases:

(a) use for the sole purpose of illustration for teaching or scientific research,
as long as the source, including the author’s name, is indicated, unless this turns out to be
impossible and to the extent justified by the non-commercial purpose to be achieved;

' " Article 5 Exceptions and limitations - : -

(b) Lises, for the benefit of people'with a disabflity, which are directly related
to the disability and of a non-commercial nature, to the extent required by the specific disability;

™ Article 5 Exceptions and limitations

(e} use for the purposes of public security or to ensure the proper
performance or reporting of administrative, parliamentary or judicial proceedings;

" Article 5 Exceptions and limitations

(b) in respect of reproductions on any medium made by a natural person for
private use and for ends that are neither directly nor indirectly commercial, on condition that the
rightholders receive fair compensation which takes account of the application or nonapplication
of technological measures referred to in Article 6 to the work or subject-matter concerned;
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™ Article 7 Obligations concerning rights-management information
2.- For the purposes of this Directive, the expression "rights-management
information” means any information provided by rightholders which identifies the work or other
subject-matter referred to in this Directive or covered by the sui generis right provided for in
Chapter Il of Directive 96/9/EC, the author or any other rightholder, or information about the
terms and conditions of use of the work or other subject-matter, and any numbers or codes that
represent such information. :
™ Article 7 Obligations conceming rights-management information
1. Member States shall provide for adequate legal protection against any
person knowingly performing without authority any of the following acts:
{a) the removal or alteration of any electronic rights-management information;
(b) the distribution, importation for distribution, broadcasting, communication
or making available to the public of works or other subject-matter protected under this Directive
or under Chapter Hll of Directive 96/9/EC from which electronic nghts-management lnformatlon

has been removed or altered without authonty,

e Article 8 Sanctions and remedies
1. Member States shall provide appropriate sanctions and remedies in respect.
of infringements of the rights and obligations set out in this Directive and shall take all the
measures necessary to ensure that those sanctions and remedies are applied. The sanctions thus
provided for shall be effective, proportionate and dissuasive.
2. Each Member State shall take the measures necessary to ensure that
rightholders whose interests are affected by an infringing activity carried out on its territory can

@Fravidnly)
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bring an action for damages and/or apply for an injunction and, where appropriate, for the seizure
of infringing material as well as of devices, products or components referred to in Article 6 (2).

3. Member States shall ensure that rightholders are in a position to apply for
an injunction against intermediaries whose services are used by a third party to infringe a
copyright or related right.

e Articte 2 (1) In this Law, the following terms shall have the meaning hereby
assigned to them respectively:

(xx) "technological protection measures” means measures to prevent or
deter such acts as constitute infringements on moral rights of authors or copyright mentioned in
Article 17, paragraph (1) or moral rights of performers mentioned in Articles 89, paragraph (1) or
" neighboring rights mentioned in Article 89, paragraph (6) (hereinafter in this item referred to as
"copyright, etc.”) ("deter" méans to deter such acts as constitute ihfrin_gemenfs on copyright, etc.
by causing considerable obstruction to the results of such acts; the same shall apply in Article 30,
paragraph (1), item (ii)) by electronic or magnetic means or by other means not perceivable by
human perception (in next item referred to as "electro-magnetic means"), excluding such
measures as used not at the will of the owner of copyright, etc,, which adopt systems of
recording in @ memory or transmitting such signals as having specific effects on machines used for
the exploitation of works, performances, phonograms, broadcasts or wire diffusions (in next item
referred to as "works, etc.") ("exploitation” includes acts which would constitute infringements
on moral rights of authors of performers if done without the consent of the author or the
performer), together with works, performances, phonograms, or sounds or images of broadcasts

or wire diffusions.
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" Article 120 bis The following shall be punishable by imprisonment for a term
not exceeding three years or a fine not exceeding-three million Yen, or both:

(i) any person-who transfers to the public the ownership of, or lends to the
public, manufactures, imports or possesses for transfer of ownership or lending to the public, or
offers for the use by the public, a device having a principal function for the circumvention of
technological protection measures (such a device includes such a set of parts of a device as can
be easily assembled) or copies of a program having a principal function for circumvention of
technological protection measures, or transmits publicly or makes transmittable such program,

(i) any person who, as a business, circumvents technological protection
measures in response to a request from the public;

(iii) any person who, for profit-making purposes, does an act considered to
constitute an infringement on moral rights of authors, copyright, moral rights of performers or
neighboring rights under the provisions of Article 113, paragraph (3}, ' . :

(iv) any person who, for profit-making purposes, does an act considered
to constitute an infringement on copyright or neighboring rights under the provisions of Article
113, paragraph (5).

" Article 30 (1) it shall be permissible for a user to reproduce by himself a work
forming the subject matter of copyright (hereinafter in this Subsection referred to as a "work") for
the purpose of his personal use, family use or other similar uses within a limited circle
(hereinafter referred to as "private use”), except in the following cases:

(i) where such reproduction is made by a person who knows that such

reproduction becomes possible by the circumvention of technological protection measures or it
(rowihdnly)
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ceases to cause obstruction, by such circumvention, to the results of acts deterred by such
measures ("circumvention” means to enable to do acts prevented by technological protection
measures or to stop causing obstruction to the results of acts deterred by such measures, by
removal or alteration of signals used for such measures; the same shall apply in Article 120bis,
items (i) and (i) ("removal® or ‘“alteration” does not include such removal or alteration as
is conditional upon technology involved in the conversion of recording or transmission systems).

(iii) where a digital sound or visual recording is made by a person who knows
that such recording is made upon reception of an interactive transmission which infringes
copyright (including an interactive transmission which is made outside this country and which
would constitute an infringement on copyright if it was made in this country);

(2) Any person who, for the purpose of private use, makes sound or visual
recording on such a digital recording medium as specified by Cabinet Order by means of such a
digital recording machine as specified by Cabinet Order (excluding a machines having special
efficiency generally not for private use but for business use, such as that for broadcasting, and b -
machines having sound or visual recording functions incidental to the primary functions, such as
telephones with sound recording function) shall pay a reasonable amount of compensation to
the copyright owners concerned.

Article 2 (1) In this Law, the following terms shall have the meaning hereby
assigned to them respectively:

(xxi} "rights management information" means information concerning moral
rights or copyright mentioned ‘in Article 17, paragraph o)) or rights mentioned .in Article 89,
paragraphs (1) to (8) (hereinafter in this item referred to as "copyright, etc.”) which falls within any
of the following (@), (b} and (c) and which is recorded in a memory or transmitted by
electromagnetic means together with works, performances, phonograms, or sounds or images of
broadcasts or wire diffusions, excluding such information as not used for knowing how works, etc.
are exploited, for conducting business relating to the authorization to exploit works, etc. and for
other management of copyright, etc. by computer:

(a) information which specifies works, etc., owners of copyright, etc. and other
matters specified by Cabinet Order;

(b) information relating to manners and conditions of the exploitation in case

where the exploitation of works, etc. is authorized;
Glreminanly)
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{c) information which enables to specify matters mentioned in (a) or (b)

above in comparison with other information.

“° Atticle 113 (3) The following acts shall be considered to constitute infringements
on moral rights of authors, copyright, moral rights of performers or neighboring rights relating to
A rights management information concerned: ' . o

(i) the intentional addition of false information as rights management
information.

(i) the intentional removal or alteration of rights management information
excluding the case where such act is conditional upon technology involved in the conversion of
recording or transmission systems or other cases where it is deemed unavoidable in the light of
the purpose and the manner of exploiting works or performances, etc,;

' (iii) the distribution, importation for distribution or possession for distribution
of copies of works or performances, etc. by a person who knows that any act mentioned in the
preceding two items has been done concerning such works or performances, etc. or the public
transmission or making transmittable of such works or performances, etc. by such person.



(&¢a)

ot o a

Fan15n5¢9118810AR 078 mem (o) tWaud1INIA1l5TY
v ad® o vy ° a o \ v ° | & o w 1 @
98 ebo N7 mviuﬂ'lwg,ns::ma::Luﬂmnawmzmaﬂwwmqfﬂumu o U wsausuluiiu
0,000,000 WU NIBMTIUSY
. pavuettaatumsuwaatusenalaiiusss
ngyuredaiunisudiduagraliifusssu (Unfair Competition
. N ° o 1 o

Prevention Act) N5 b () ()™ Ianmusldnisnsevisaninsnismianalulaiily

nsutetusenalaidusssy awalui

“® Article 120 bis The following shall be punishable by imprisonment for a term
not exceeding three year or a fine not exceeding three million Yen, or both:

(i) any person who transfers to the public the ownership of, or lends to the
public, manufactures, imports or possesses for transfer of ownership or lending to the public, or
offers for the use by the public, a device having a principal function for the circumvention of
technological protection measures (such a device includes such a set of parts of a device as can
be easily assembled) or copies of a program having a principal function for circumvention of
technolosgical protection measures, or transmits publicly or makes transmittable such program;

(i) any person who, as a business, circumvents technological protection
measures in response to a request from the public;

(iii) any person who, for profit-making purposes, does an act considered to
constitute an infringement on moral rights of authors, copyright, moral rights of performers or
neighboring rights under the provisions of Article 113, paragraph (3);

(iv) any person who, for profit-making purposes, does an act considered to
constitute an infringement on copyright or neighboring rights under the provisions of Article 113,
paragraph (5).

« Article 2 The term "unfair competition” as used in this Act means any of the
following: ‘
(x) acts of assigning, delivering, displaying for the purpose of assignment or
delivery, exporting or importing (a) devices (including machines incorporating such devices) having
the sole function of enabling the viewing of images or hearing of sounds, the running of
programs, or the recording of images, sounds or programs which are restricted by technological
restriction measures that are used in business (excluding technological restriction measures used
to restrict all but specific persons from viewing images or hearing sounds, running programs, or
recording images, sounds or programs), by obstructing the effect of such téchnological restriction
measures, or (b) data storage media or machines on which programs having only such function
(including other types of programs combined with such programs) have been recorded, or acts of
providing programs having only such function through an electric telecommunication line;

(xi) acts of assigning, delivering, displaying for the purpose of assignment or
delivery, exporting or importing to all but specific persons (a) devices (including machines
incorporating such devices) having the sole function of enabling the viewing of images or hearing
of sounds, the running of programs, or the recording of images, sounds or programs which are
restricted by technological restriction measures that are used in business to restrict all but said

(Fnonhdaly)
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(29N TIDTION o)
specific persons from viewing images or hearing sounds, running programs, or recording images,

sounds or programs, by obstructing the effect of such technological restriction measures, or (b)
data storage media or machines on which programs having only such function (including other
types of programs combined with such-programs) have been recorded, or the act of providing
programs having only such function through an electric telecommunication line; _

“ Article 2 )] The term “technological restriction measures" as used in this' Act
means measures which restrict the viewing of images or hearing of sounds, or running of programs,
or recording of images, sounds or programs through electromagnetic means (which means electronic
means, magnetic means or other'means that are imperceptible by humans), and which adopt
a method of recording on data storage media or transmitting signals that make machines for
viewing and hearing (which means machines used for viewing images or hearing sounds, running
programs, or recording images, sounds or programs; the same shall apply hereinafter) react in a
specific manner along with the images, sounds or programs, or a method of recording on data
storage media or transmitting converted images, sounds or programs, which require specific

conversion by the machines for viewing and hearing.
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“ Section 258 In this Part, unless the context otherwise requires -

“rights management information”, in relation to a copy of a work or other
subject-matter or a recording of a performance, means any of the following:

(a) information which identifies the work, subject-matter or performance;

(b) information which identifies the author of the work, the owner of
copyright in a work or subject-matter or the performer of a performance;

(c) information about the terms and conditions of use of the copy of the
work or subject-matter or the recording of the performance;

» (d) any numbers or codes that represent the information referred to in
paragraph (a), (b) or (), » : - : ’
but excludes any information relating to a user of the copy of the work or
subject-matter or the recording of the performance, such as the name, account, address or other
contact information of, or pertaining to, the user.

“® Section 260 - (1) This section shall apply where rights management information
in an electronic form -
(a) is attached to or embodied in a copy of a work or other subject-matter in

which copyright subsists or a recording of a performance; or
{b) appears in connection with the communication or making availabte to the

public of a copy of a work or other subject-matter or a recording of a performance.
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“® Section 260 -

(2) Where a person -
(@) knowingly removes or alters the rights management information

relating to any work or other subject- matter or recording of a performance;

(b) does so without the consent of -

(i) the owner or exclusive licensee of the copyright in the work or subject-
matter; or
(ii) the performer of the performance; and

(c) knows or ought reasonably to know that the removal or alteration of
the rights management information will induce, enable, facilitate or conceal -

(i) an infringement of the copyright of the work or subject-matter; or
(i) an unauthorized use of the performance,

an action may be brought by the owner or exclusive licensee of the

copyright or the performer against the person.
(3) Where a person -

(a) distributes or- imports for distribution the rights management information
relating to any work or other subject-matter or any recording of a performance, being rights
management information which has been altered without the consent of -

(i) the owner or exclusive licensee of the copyright in the work or subject-
matter; or
(ii} the performer of the performance;

(b) does so without the consent of the owner or exclusive licensee of the
copyright or the performer;

{c) does so knowing that the rights management information has been
altered without the consent of the owner or exclusive licensee of the copyright or the performer; and

(d) knows or ought reasonably to know that the distribution or importation of
the rights management information will induce, enable, facilitate or conceal -

(i) an infringement of the copyright in the work or subject-matter; or
_ (ii) an unauthorized use of the performance, to which the rights
management information re(ateé, ' -
| an action may be brought by the owner or exclusive licensee of the
copyright or the performer against the person.
(4) Where a person -

(a) distributes, imports for distribution, communicates or makes available
to the public copies of a work or other subject-matter or a recording of a performance in respect
of which the rights management information has been removed or altered without the consent of -

(i) the owner or exclusive licensee of the copyright in the work or

subject matter; or
(ii} the performer of the performance;
@isavihinly)
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(b) does so without the consent of the owner or exclusive licensee of the

copyright or the performer;

{c) does so knowing that the rights management information has been
removed or altered without the consent of the owner or exclusive licensee of the copyright or
the performer; and

(d) knows or ought reasonably to know that the distribution, importation,
communication or making available to the public of the copies of the work or subject-matter or
the recording of the performance will induce, enable, facilitate or conceal -

() an infringement of the copyright in the work or subject-matter or
(ii) an unauthorised use of a performance,
an action may be brought by the owner or exclusive licensee of the
copyright or the performer against the person.
“ Section 260 -
(6) Subject to subsection (7), where a person does an act referred to in
subsection (2), (3) or (4) -
(a) wilfully; and
(b) for the purpose of obtaining any commercial advantage or private

financial gain, he shall be guilty of an offence and shall be liable on conviction -
(Fnominaly)
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(i) in the case of an act referred to in subsection (2), to a fine not

exceeding $20,000; or
(i) in the case of an act referred to in subsection (3) or (4), to a fine
not exceeding $20,000 or to imprisonment for a term not exceeding 2 years or to both.

(8) For the purposes of subsection (6), a person does an act for the purpose
of obtaining a commercial advantage if the act is done to obtain a direct advantage, benefit or
fi nancnal gain for a business or trade carried on by him. '

& Section 259 - (1) This Part shall not apply to any act done for the service of
the Government.

(2 Nothing in 'ChlS Part shall affect -

" (a) any copyright subsisting in a work or other subject-matter;
(b) any right in relation to a performance or a recording thereof;
(c) any limitation on copyright in a work or other subject-matter, or on a
right in relation to a performance or a recording thereof; or
(d) any defence to an action for infringement of copyright, or for an
unauthorised use of a performance,
under any provision of this Act.
o Section 260 -
(7) Subsection (6) shall not apply to any act done by or on behalf of a non-

profit library, any non-profit archives, an educational institution, an institution assisting handicapped
(Hsiominialy)
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readers, an institution assisting inteltectually handicapped readers, or such public, non-commercial
broadcasting organization as the Minister may prescribe.
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- Section 261 B -
(1) In this Part, unless the context otherwise requires -

“technological access control measure® means any technology, device or
component that, in the normal course of its operation, effectively controls access to a copy of -

(3) a work or other subject-matter; or

(b) a performance,

but excludes such technology, device or component as the Minister may

prescribe;

“technological measure™ means a technological access control measure or

a technolosical protection measure;

“technological protection measure” means any technology, device or
component that, in the normal course of its operation, effectively prevents or limits the doing of-

(a) in relation to a copy of a work or other subject-matter, any act comprised
in the copyright in the work or subject-matter; or

(b) in relation to a -copy of a performance, an unauthorized use of the
performance, but excludes such technology, device or component as the Minister may prescribe.
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** Section 261C -

(1) Subject to sections 261 D and 261 E, where a technological measure is
applied to a copy of a work or other subject-matter by or with the authorization of the owner of
the copyright in the work or subject-matter in connection with the exercise of the copyright, or
to a copy of a performance by or with the authorization of the performer of the performance in
connection with the exercise of any right in the performance, no person shall, without the authorization
of the owner of the copyright or the performer of the performance, as the case may be -

Section 2618 -
(1) In this Part, unless the context otherwise requires -

“circumvent” means to avoid, bypasé, remove, deactivate, descramble -
(where the copy is scrambled), decrypt (where the copy is encrypted) or otherwise impair;

“ Section 261 C -

(4) Where a person contravenes subsection (1Xa) wilfully and for the
purpose of obtaining a commercial advantage or private financial gain, he shall be guilty of an

offence and shall be liable on conviction to a fine not exceeding $20,000.
(Frawihtialy)
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- (5) Where a person contravenes subsection (1Xb) or (c) wilfully and for the

purpose of obtaining a commercial advantage or private financial gain, he shall be guilty of an
offence and shall be liabte on conviction to a fine not exceedin_g $20,000 or to imprisonment for
a term not exceeding 2 years or to both.

 Section 2618 -

(2) Nofhing in this Part shall affect any act done in relation to a work or other
subject-matter in which copyright no longer subsists, or in relation to a performance the
protection period of which has expired.

(3) Nothing in this Part shall affect —

(a) any copyright subsisting in a work or other subject-matter;

(b) any right in relation to a performance or a recording thereof;

(c) any limitation on copyright in a work or other subject-matter, or on a
right in relation to a performance or a recording thereof; or

(d) any defence to an action for infringement of copyright, or for an
unauthorised use of a performance,
under any provision of this Act.
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Section 261C -

(9) Subsections (4) and (5) shall not apply to any act done by or on behalf of
a non-profit library, any non-profit archives, an educational institution, an institution assisting
handicapped readers, an institution assisting intellectually handicapped readers, or such public,
non-commercial broadcasting organisation as the Minister may prescribe.
*® Section 261D -
(1) Subject to subsection (3), section 261 C (1) (a) is not contravened by the
doing of an act to circumvent a technological measure if -

(a) the act is done to enable a non-profit library, any non-profit archives,
an educational institution, an institution assisting handicapped readers, or an institution assisting
intellectually handicapped readers to have access to a work or other subject-matter or recording
of a performance which is not otherwise available to the library, archives or institution, for the sole
purpose of determining whether to acquire a copy of the work or other subject-matter or recording;

(b) the technological measure has the capability to collect or disseminate
personally identifying information to reflect the manner of use of a network by persons without
providing conspicuous notice of such collection or dissemination to those persons, and the act is
done for the sole purpose of identifying and disabling the technological measure, provided that
the act does not affect the ability of any person to gain access to any work or other subject-
matter or recording of any performance; .

(c) the act is done in relation to a work or other subject-matter or
performance that is prescribed by the Minister under subsection (2) -

(i) by a person prescribed under subsection (2A) or (if none is prescribed)
~ by any person; and . B _ _
' (i) for a purpose prescribed under subsection (24) or (if none is prescribed)
for any purpose;

(d) the act is done -

(i) in good faith;

(ii) in relation to a copy of a computer program that is not an infringing
copy; and

(iii) with respect to particular elements of the computer program that
are not readily available to the person doing the act, for the sole purpose of achieving interoperability

(Firemhonaly)
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(Honmiessaf ¢o):
of an independently created computer program with another computer program;
(e) the act is done when undertaking research on any encryption technology,

provided that -
(i) the person doing the act -
(A) is engaged in a legitimate course of study in the field of encryption

technology;
(B) is employed or appropriately trained or experienced in that

field; or , , . .
(Q) is doing so on behalf of a person so engaged, employed, trained

or experienced,

(i) the act is necessary to conduct such research;

(iii) the act is done in good faith and in relation to a copy of the work
or subject-matter that is not an infringing copy thereof or a copy of the performance that is not

an unauthorised recording thereof; and
(iv) the person doing the act has made a reascnable effort to obtain

the authorisation of the owner of the copyright in the work or subject-matter or the performer of

the performance to do the act;
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Section 261 B -

“encryption technology” means technology for scrambling and descrambling

information using mathematical formulae or algorithms;

“ Section 261 E -
(1) Subject to subsections (2) and (3), section 261C (1) (b) and (c) is not
contravened by the doing of any of the following:

_ - (a) the manufacture importation, dlstnbutlon of‘fenng to the publlc or
provision of a devnce product or component or the offering to the ‘public or provision of
a service, to carry out an act to circumvent a technological measure that is done -

(i) in good faith;

(ii) in relation to a copy of a computer program that is not an infringing
copy; and

(ii)) with respect to particular elements of the computer program that
are not readily available to the person doing the act,

for the sole purpose of achieving interoperability of an independently

created computer program with another computer program;
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““ Article 3 For the purposes of this Act the following definitions shall apply :

17 “Electronic rights management information” means electronic information
(diranihdaly)
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presented on the original or copies of a work, or at the time of communication of content of
a work to the public, sufficient to identify the work, the name of the work, the author, the economic
rights holder or person licensed thereby, and the period or conditions of explortatron of the
work, including numbers or symbols that represent such information.

Chapter IV bis Electronic Rights Management Information and Technological
Protection Measures

Article 80 bis _ _ . -

Electronic rights management information made by a copyright owner shall
not be removed or altered; provided, this shall not apply-in any of the following circumstances:

1. Where removal or alteration of electronic rights management information
of the work is unavoidable in the lawful exploitation of the work given technolosical limitations
at the time of the act.

2. Where the removal or alteration is technically necessary to conversion of
a recording or transmission system.

Whoever knows that electronic rights management information of a work has
been unlawfully removed or altered shall not distribute or, with intent to distribute, import or
possess the original or any copy of such work. He/She also shall not publicly broadcast, publicly
perform, nor publicly transmit [the same]
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® Atticle 3 For the purposes of this-Act the following definitions shall apply.:

18 “Technological protection measures” means equipment, devices, components,
technology or other technological means employed by copyright owners to effectively prohibit
or restrict others from accessing or exploiting works without authorization.

4 ®° Article 80 ter

Technological protection measures employed by copyright owners to prohibit
or restrict others from acceséing works shall not, without legal authorization, be disarmed,
destroyed, or by any other means circumvented.

Any equipment, device, component, technology or information for disarming,
destroying, or circumventing technological protection measures shall not, without legal authorization,
be manufactured, imported, offered to the public for use, or offered in services to the public.

The provisions of the preceding two paragraphs shall not apply in the
following circumstances:

1. Where to preserve national security. _

- 2. Where done by central or local government ég‘encies.

3. Where done by file archive insﬁtutioﬁs, educational institutions, or public
libraries to assess whether to obtain the information.

4. Where to protect minors.

5. Where to protect personal data.

6. Where to perform security testing of computers or networks.

7. Where to conduct encryption research.

8. Where to conduct reverse engineering.

9. Under other circumstances specified by the competent authority.

The content in the subparagraphs of the preceding paragraph shall be
-prescribed and periodically reviewed by the competent authority.
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" Article 96 bis
In any of the following circumstances a sentence of up to one year
imprisonment or detention shall be imposed, or in lieu thereof or in addition thereto, a fine of
not less than twenty thousand and not more than two hundred and fifty thousand New Talwan

Dollars
1 Violation of Article 80 bis.
2. Violation of paragraph 2 of Article 80 ter.
°“ Article 2 {Definitions) The terms used in this Act shall have the meanings as
follows

30. “Online service providers” shall mean the persons who provide others
with services that reproduce or interactively transmit works, etc. through information and
telecommunications networks (which refer to such information and telecommunications
networks as provided in Subparagraph 1, Paragraph (1), Article 2 of the Act on Promotion of
Information ahd Communications Network Utilization and Information Protection, Etc.; hereinafter

the same shall apply.);
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¢ Article 102 (Limitation on liability of Online Service Providers)

(1) In connection with the provision of services by an online seyvice provider
related to reproduction or interactive transmission of works, etc., the liability of such online
service provider for infringement by other persons on copyrights or other rights protected
pursuant to this Act may be reduced or waived in those cases where such online service provider
prevents or stops reproduction or transmission thereof when made aware that copyrights or
other rights protected pursuant to this Act would be infringed upon due to the reproduction or
interactive transmission of works, etc. by the other persons.

(2) In connection with provision of services by an online service provider
related to reproduction or interactive transmission of works, etc., such online service provider's
liability for infringement by other persons on copyrights or other rights protected pursuant to this
Act shall be waived in those cases where such online service provider attempts to prevent or
stop reproduction or interactive transmission thereof when made aware that copyrights or other
rights protected under this Act would be infringed upon due to the reproduction or interactive
transmission of works, etc. by the other persbns, but it is technically impossible to do so.

o Article 103 (Cease of Reproduction or Interactive Transmission)

(1) Any person who claims that his copyrights or other rights protected under
this Act are infringed upon due to thé reproduction or interactive transmission of works etc.
based on the use of services provided by an online service provider (hereinafter referred to as a
*claimant® in this Article) may request such online service providér to cease the reproduction or
interactive transmission of such works etc. by providing evidence for such fact. '

(2) In those cases where it is requested to stop reproduction or interactive
transmission pursuant to the provision of the foregoing Paragraph (1), an online service provider
shall immediately stop the reproduction or interactive transmission of such works etc. and give
notice thereof to the person who reproduces or interactively transmits such works, etc.
(hereinafter referred to as "reproducer/interactively transmitter”) and claimant of such request.

(3) In those cases where a reproducer/interactively transmitter, who is notified

pursuant to the provision of the foregoing Paragraph (2), requests resumption of the reproduction
(disowidaly)
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or interactive transmission of works etc. by proving that his reproduction or interactive
transmission is based on legitimate rights, an online service provider shall promptly notify the
relevant claimant of such request for resumption and a scheduled date of resumption, and
resume the reproduction or interactive transmission on such scheduled date.

(4) An online service provider shall designate a person who will be responsible
for receiving requests to stop or resume reproduction or interactive transmission pursuant to
the provision of the foregoing Paragraphs (1) and (3) (hereinafter referred to as "receiver” in this
Article) and make a public announcement thereof to allow those who use his facilities or services
to easily have knowledge thereof.

(5) In those cases where an online service provider makes a public
announcement pursuant to the provision of the foregoing Paragraph (4), and stops or resumes
the reproduction or interactive transmission of works etc. pursuant to the provision of the
foregoing Paragraphs (2) and (3), such online service provider's liability for the infringement by
other persons on copyrights and other rights protected under this Act as well as the damages
incurred upon the reproducer/interactively transmitter may be reduced or waived provided that
said provision shall not apply to ahy liability incurred from the time when such online service
provider gains knowledge of the fact that copyrights and other rights protected under this Act are
infringed upon due to reproduction or interactive transmission of works, etc. by cther persons to
the tlme when a request to stop reproduction or mteractlve transmlssnon pursuant to the
provision of the foregoing Paragraph (1) is made.

(6) Any person, who requests that the reproduction or interactive
transmission of works etc. be stopped or resumed in accordance with the foregoing Paragraphs
(1) and (3) without any legitimate rights, shall make compensation for any damages incurred
thereby. .
(7) Matters necessary for provision of evidence, suspension, notification,
resumption of reproduction or interactive transmission, designation of a receiver of notices, public
announcement, etc. pursuant to the provision of the foregoing Paragraphs (1) to (4) shall be
determined by Presidential Decree. In such case, the Minister of Culture and Tourism shall engage

in prior consultation with the heads of relevant central administrative authorities.
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" aticle 133-2 (Order to Delete Ilegal Coples through Information and
" Telecommunications Networks, Etc.) :

(1) In the case where copies or information mfnngmg on copynghts and other
rights protected under this Act or programs or information circumventing technological protection
measures (hereinafter referred to as “illegal copies, etc.”) are interactively transmitted through
information and telecommunications networks, the Minister of Culture, Sports and Tourism may
order online service providers to take any of the following measures as prescribed by Presidential

Decree after deliberation by the Commission:
1. Issuing warnings against reproducers/interactive transmitters of illegal

copies, and
' 2. Deletion or suspension of interactive transmission of illegal copies, etc.
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Article 133-3 (Correction Recommendation, Etc.) (1) When investigating the
information and telecommunications networks of online service providers and learning that
illegal copies, etc. are interactively transmitted, the Commission may deliberate on such and
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recommend the online service providers to take correction measures under any of the following:
1. Issuing warnings against reproducers/interactive -transmitters of itlegal

copies, _

2. Deletion or suspension of interactive transmission of illegal copies, etc;

and
3. Suspension of the accounts of reproducers/interactive transmitters which

repeatedly interactively transmit illegal copies, etc.

A N (2) Within five .days from receiving ‘a recommendation under Paragraphs (1)
and (2) of Article 1 and within ten days from receiving a recommendation under Paragraph (3) of
Article 1, online service providers shall notify the Commission of the consequences of Earrying

out the recommendation.
(3) If online service providers fail to follow a recommendation under

Paragraph (1), the Commission may request the Minister of Culture, Sports and Tourism to issue

an order under Paragraphs (1) and (2) of Article 133-2.
(4) If the Minister of Culture, Sports and Tourism issues an order under

Paragraphs (1) and (2) of Article 133-2 as prescribed under foregoing Paragraph (3), deliberation by

the Commission is not required.
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> Article 3 For the purposes of this Act the following definitions shall apply :

19 "Internet service provider” means those who provide the following services:

(1) Connection service provider: those who provide services, by wire or
wireless means, of transmitting, routing, or receiving, information through a system or network
controlled or operated by the service provider, or of the intermediate and trans;ent storage of
information in the course of such transmitting, routing, or receiving.

(2) Caching service provider: those who, after information has been
transmitted at the request of a user, provide services of intermediate and temporary storage of
the information through a system or network controlled or operated by the service provider, for
purposes of providing accelerated access to the information by users who subsequently request
transmission of the information.

(3) Information storage service provider: those who provide information
storage services at the request of a user through a system or network controlled or operated by
the service provider.

(4) Search service provider: those who provide users with services, including an

index, reference, or hyperlink, to search or hyperlink to online information.
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° Aticle 90 quinquies An Internet service provider shall be entitled to the
application of Article 90 sexies to Article 90 novies regarding the limitation on liability only if the

service provider -
1. by contract, electronic transmission, automatic detective system or other

means, informs users of its copyright or plate right protection pol:cy, and takes concrete action to

‘implement it; and
2. by contract, electronic transmission, automatic detective system or other

means, informs users that in the event of repeat alleged infringements up to three times the
service provnder shall terminate the service in whole or in part; and
3. publicly announices information regardlng its contact window for receipt of

notification documents.
4. accommodate and implement the technical measure described in

paragraph 3.

A connection service provider that, after receiving notification by a copyright
holder or plate rights holder of alleged infringement by a user, has forwarded the notification to
that particular user by electronic mail is deemed to have met the requirement in the preceding
paragraph, subparagraph 1.

If a copyright holder or plate rights holder has provided technical measures
which have been developed based on a broad consensus and are used to identify or protect
copyrighted or plate-righted works, the Intemet service provider shall accommodate and
implement the measures if the technical measures has been ratified by the competent authority.
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" Aticle 90 sexies
A connection service provider shall not be liable for damages for infringement
of the copyright or plate rights of another by a user of its service if -
1. the transmission of the information was initiated by or at the request of

the user; and
2. the transmission, routing, provision of connections, or storage is carried out

. through an automatic technical process, without any selectiqn of the material or modification of
its content by the connection service provider.
" Article 90 septies

A caching service provider shall not be liable for damages for infringement of
the copyright or plate rights of another by a user of its service if -

1. the service provider does not make any modification to the cached
information.

2. when the person who made the original information available
subsequently update, deletes, or blocks access to it, the cached information is done in the same
way as a result of an automatic technical process; and

3. the service provider responds expeditiously to remove, or disable access
to, the allegedly infringing content or related information upon notification by a copyright holder
or plate rights holder of the alleged infringement by the user of the service provider.
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Article 90 octies
An information storage service provider shall not be liable for damages for

infringement of the copyright or plate rights of another by a user of its service if the service

provider -
1. does not have knowledge of the allegedly infringing activity of the user;

2. does not receive a financial benefit directly attributable to the infringing

activity of the user; and
3. responds expeditiously to remove, or disable access to, the allegedly

infringing content or related information upon notification by a copyright holder or plate rights
“holder of the alleged irifrinéement by the user of the service provider. |
d‘_ Article 90 novies

A search service provider shall not be liable for damages for infringement of
the copyright or plate rights of another by a user of its service if the service provider -

1. does not have knowledge that the searched or linked information may be
infringing;

2. does not receive a financial benefit directly attributable to the infringing

activity of the user; and ‘
3. responds expeditiously to remove, or disable access to, the allegedly

infringing content or related information upon notification by a copyright holder or plate rights
holder of the alleged infringement by the user of the service provider.
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™ Article 90 decies

An information storage service provider shall forward notice to the allegedly
infringing user of any measures taken under Article 90 octies, subparagraph 3, by the contact
method stipulated between the service provider and the user or by the contact information left
by the user. However, this requirement shall not apply if the nature of the service provided
makes such notice impossible.

if a user referred to in the preceding paragraph believes that the materials
were not involved in infringement, the user may submit counter notification documents to the
information storage service provider with a request to restore the removed content or related
information or restore the access to it.

4 Upon receipt of a counter notification described in the preceding paragraph,
an information storage service provider shall expeditiously forward such documents to the
copyright holder or plate rights holder.

: If, within 10 busmess days since one day after the date of recenvmg counter
notification from the information "storage service provider as descnbed in the precedlng
paragraph, the copyright holder or plate rights holder provides the mformat;on storage service
provider with evidence regarding filing civil or criminal litigation against the user, the information
storage service provider shall not bear any obligation to restore the content or related
information.

if the copyright holder or plate rights holder fails to provide evidence on filing
litigation in accordance with the preceding paragraph, the information storage service provider
shall, within no more than 14 business days since one day after the date of forwarding the
counter-notification documents, restore the removed content or related information or restore
the access to it. However, if restoration is impossible, the service provider shall notify the user in
advance, or provide another appropriate method by which the user may restore it.
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e Article 90 undecies. o
An 'Intvemet service provider shall not be liable for damages to the allegedly
infringing user if the service provider -
' 1. removes, or disables access to, the allegedly infringing content or related
information in accordance with Articles 90septies to 90novies; or
2. upon obtaining knowledge of suspected infringement by the user, acts in
good faith belief to remove, or disable access to, the allegedly infringing content or related
information.
i Article 90 duodecies
A person who misrepresents an Internet service provider with a notification or
counter notification out of intention or negligence shall be liable for damages for any injury
incurred on the user, copyright holder, plate right holder or Intemet Service Provider.
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™ Article 90 terdecies
The information in connection with the public announcement of the contact
window under Article 90 quinquies, and the content of the notification and counter notification,
required particulars, supplementation or correction, and other requisite matters under Articles 90
septies through 90 decies shall be prescribe by the competent authority.
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